Mepbl 10 NPOPWIAKTHKE MOLICHHUYECTBA CPeIU IPAKIAAH

Mepbl Ipe0CTOPOKHOCTHU MPH MCIOJIb30BAHUY IIACTUKOBBIX KapT

B mnocnennee Bpemsi HaO0JaeTcs pPOCT YMCIA MOIIEHHUYECTB C IJIACTUKOBBIMHU
kaptamu. Jlnsg Toro, utroObl obOe3omacuTh Bail cyeT OT MpPecTymHBIX MOCATATENbCTB,
HEO0OXOIMMO 3HATh U BBITIOJIHSTH CIEIYIONIME TPOCThIE MPaBUIA!

1. Hukorna u Huxomy He cooOmaite [IMH-kon Bameit kaptel. Jlydimie Bcero ero
3allOMHUTD, & HE XPAaHUTh PSIIOM € KapToil u TeM Oosiee He 3anuchiBaTh [IMH-kox Ha Hee.

2. He no3BosliTE HUKOMY MCIIOJIB30BATh Ballly IIIaCTUKOBYIO KapTy.

3. Ecniu Bam mo3BoHwiM U3 Kakoi-nuOo opraHuzauuyd wid Bbl monydusiv mucbMoO MO
AIIEKTPOHHOU mouTte (B TOM 4YHclie U3 0aHKa) ¢ MPOChOO COOOIIUTH PEKBU3UTHI KapThl U
[IMH-xox mox pa3iau4yHBIMU MPEAJIOraMH, HE CIEIIUTE €€ BBINOJHATH. [lo3BOHMTE B
yKa3aHHYI0 OpraHu3alfio U coodimuTe o faHHoM ¢akre. He nmepexonnure no ykazaHHbBIM B
IMCBME CCBhUIKaM, TOCKOJIbKY OHU MOT'YT BECTU HA CAUThI-JIBOVHUKHU.

4. Ecnu Bbl yTpaTuiin KapTy, CPOYHO CBSDKMTECH ¢ OaHKOM, BBLIABIIMM €€, COOOIIHUTE O
CIIYYMBIIEMCS U CJIEIYITe MHCTPYKLIUAM COTPYJIHUKA OaHKa.

5. [Ipu npoBeaeHnN onepanuii ¢ KapToi MOJIb3yWTeCh TOJIbKO TEMH OaHKOMAaTaMH, KOTOPbIE
pacmoyioKeHbl B 0€30MacHBIX MecTaX M 00OpYyJOBaHbl CUCTEMOW BUICOHAOIIONECHUS W
OXpaHOM (B roCyAapCTBEHHBIX YUPEKICHUAX, OaHKAX, KPYITHBIX TOPrOBBIX IEHTPAX U T.1.).
6. CoBepiaiiTe ornepanuu ¢ IIACTUKOBOM KapTOM Tak, 4TOOBI HAXOSALIUECS PSAOM JIFOJIU
HE MOIVIM IpOoCieauTh 3a Bamwmmu manunyisinusMu. Eciii 3TO HEBO3MOXXHO, CHUMUTE
JI€HBI'H C KapThl MO3KE JTUOO BOCMOIB3YHUTECH APYTUM OAHKOMATOM.

7. OOpamaiiTe BHUMaHUE Ha KapTONPHUEMHUK M KiIaBuaTypy Oankomara. Ecnum onu
000pyAOBaHbl KAKUMH-TUOO JOTMOJHUTENBHBIMU YCTPOMCTBAMH, TO OT HCIIOJIB30BaAHUSA
JaHHOTO OaHKOMAaTa JIy4llle BO3JEPKAaTbCI M COOOIIMTH O CBOMX MOJO3PEHHUSIX TIO
yKa3aHHOMY Ha HeM TeliepoHy.

8. B ciyuyae HekoppekTHOU palOoThl OaHKOMarta (IOJIr0€ BpPEMsSI HAXOAUTCS B PEKUME
0’KHMJIaHUSI, CAMOIIPOU3BOJIBHO MEPE3ArpyKaeTcsl) OTKAKUTECh OT €ro UCIOJIb30BAHMUSL.

9. Huxorna ne mpuberaiiTe K MOMOINU JMOO COBETaM TPETHUX JHI] MPH TPOBEIECHUU
orepanuii ¢ 0aHKOBCKOW KapToil B OaHKOMaTax.

10. B ToproBeix TOuKax, pecTopaHax u kade Bce AeicTBuUs ¢ Bameil miacTukoBoi KapToit
JOJDKHBI IIPOUCXOAUTH B BameM npucyrcTBuy. B IpOTUBHOM Cilydyae MOIIEHHUKHA MOTYT
MOJIY4YUTh PEKBU3UTHI Bamen KapThl IIPU MOMOIIM CIIEHHATBHBIX YCTPOUCTB U
WCIIOJIB30BaTh UX B JAJIbHEHIIEM IS U3TOTOBJICHUS ITOAEIKH.

Momennu4yecTBo B UHTEpHETE

1. MomeHHnYecTBa, CBsi3aHHbIe ¢ UHTEepHeT-MarasuHamu.

UYepe3 HMHTepHeT BaM MOTYT MPEUIOKUTH MPUOOPECTH BCE, HYTO YroaHO, a
pacro3HaTh MNOJJEIKY MNpH TOKYNKe 4Yepe3 ceTh ObiBaeT ciioxkHO. OnHako, coOmronas
HEKOTOphbIE TMpaBWIa MPEJOCTOPOKHOCTH, MOXKHO OrpaJuTh ce0s OT BO3MOMXKHBIX
HENPUATHOCTEM.

Bac nomkHa HaCTOPOXKUTH CIUIIKOM HHU3Kas IIEHA HAa OMPE/ICJICHHbIA TOBAp, a TAKKe
orcyrcTBUEe (akTUyecKoro ajapeca wuid Ttenedona mnpopaBua. Ckopee Bcero, BaMm
MpeiaratoT NTpuoOpecTy MOAAENKY JIMOO XOTSIT IPUCBOUTD Balllk ICHBIH.



He monenuTech MO3BOHUTH MPOAABIly N0 TenedOHY M MOApPOOHEE BBIICHUTH YKE
M3BECTHBIC BaM OCOOEHHOCTHU TOBApa, €r0 TEXHUYECKHUE XapaKTePUCTHKH U T.7l. 3aMUHKHU Ha
APYroM KOHIIE TPOBOJa WM HEBEpHas MH(pOpMamus, KOTOPYIO BaM COOOIIMIIH, TOJKHBI
CTaTh MOBOJOM JIJIsl OTKa3a OT MOKYNKU B JaHHOM MHTepHEeT-MarasuHe.

HaBenute cnpaBku 0 mpojaBlie, U3Y4YUTE OT3BIBBI O €ro paboTe, U TOJBKO IOCIIe
ATOTO peIIaiTe - UMETH JIU JIeTI0 ¢ BEIOpaHHBIM BaMu MIHTepHET-Mara3uHoM.

[Tonp3yiiTech ycnyraMu KypbepCKOM JOCTABKH M OILIAYMBANTE CTOMMOCTH TOBapa 1o
(akTy 10CTaBKH.

2. QUIIMHT.

Oummar (ot anra. fishing - peiOHas nOBis, BBIY)KMBAaHUE) - BHJ HHTEPHET-
MOILIIEHHUYECTBA, IeJIb KOTOPOTO - TOJYYUTh JaHHBIE, CoOJAepXkallhecsi Ha Bauel
IJIACTUKOBOU KapTe.

37M0YMBIIIVIEHHUKU PACCHUIAIOT JJIGKTPOHHBIE MHCbMa OT HUMEHUM OaHKOB WU
iatexxHeix cuctem. [lombp3oBarento mpeajaraercd 3ailTh Ha CalWT, KOTOPBIN SBISETCS
TOYHOM KOIHEW HACTOSIIEro caiita 6aHkKa, I7ie MOKHO YBUAECTh OOBABICHUS, HAIpUMED, 00
U3MEHEHHH CHUCTeMBbI 0e30racHOCTH OaHka. [[1s nanmpHeie BO3MOKHOCTH HCIIOJIb30BaTh
CBOIO TUIACTUKOBYIO KapTy Bac MPOCAT yKa3aTh MHH-KOJA W JaHHbBIE, COJEp)Kalluecs Ha
kapTe. BrocnenctBuu 53TH JaHHBIE HCIONB3YIOTCS [JIsi W3TOTOBJICHUS MOJACIBHOU
IUTACTUKOBOW KapThl M OOHAJMYMBAHUS JEHEKHBIX CPENCTB, COACPKAIIMXCA Ha BalleM
cuere. OCTaBUB CBOM JaHHBIC, Bbl (PAKTMUECKH NPENOJHOCUTE MOIICHHUKAM JEHbIU Ha
OJIroIeyKe.

OnHOM M3 Pa3HOBUIHOCTBIO JTAHHOTO BMJIA MPABOHAPYILIEHUS SIBISIOTCS 3BOHKH Ha
COTOBBIE TeIEPOHBI TpakJaH SKOOBI OT HpeJcTaBUTENEN OaHKa ¢ MPOCHOON IMOTracuTh
3aJI0JKEHHOCTH 0 KpeauTty. Koraa rpakjaHuH cooO1iaeT, 4To HUKAKOTro KpeauTa He Opail,
eMy IpeJjaraeTcsi yTOUHUTh JaHHbIE, COJIEpIKalecs Ha IJIACTUKOBOM KapTe. DTOro yxke
J0CTAaTOYHO AJIs MOKYNKU TOBapoB B MIHTepHET-Mara3zuHax.

Cnenyer HMOMHUTbH, YTO OaHKM U IUIATE)KHbIE CUCTEMbl HUKOTJA HE IPHUCHUIAIOT
IMCEM U HE 3BOHSAT Ha TejaeOHbI IpakJaH ¢ NpochOOi MpeaoCTaBUTh CBOU JaHHbIE. Eciu
TakKas CUTyalusi IPOM30iIeT, BaC MONPOCAT NpUexarb B OAHK JIUYHO.

3. UHTepHeT-MONPOMIAHUYECTBO.

B UuTepHeTe MOTYyT MOSABUTHCS OOBSABICHUSA OT OJIArOTBOPUTEIHHOM OpraHU3AIINH,
JETCKOTO JIoMa, MPHUI0Ta C MPOCKOOW O MaTEepHATIbHOW TMOMOIIM OOJIBHBIM JIETSIM.
37OYMBITIUICHHUKHU CO3/AI0T CalT-1y0Jep, KOTOPBIN SIBISICTCS TOYHON KOMHMEH HACTOSIIETO,
MEHSIFOT PEKBU3UTHI JISl IEPEUHCIICHUS JICHET.

st Toro, 4yToObl HE MOMACThCA HA KPIOYOK M HE OTIATh CBOM JEHBIU B PYKHU
MOILIICHHUKOB, HE MOJICHUTECHh NEPE3BOHUTH B YKAa3aHHYK) OPraHW3alHI0, YTOYHUTh HOMEDP
pacyeTHOro cyeTa JMOO MOCETUTh €€ JINYHO, YOeIUThCsl B JOCTOBEPHOCTH Pa3MEIIEHHOMN
nH(popMaInK, BISICHUTH BCE MOJAPOOHOCTH JIeJIa, a 3aTEM YKE pelliaTh - epeaBaTh JEHbIU
WJIN HET.

4. MouIeHHNYeCTBA B OTHOILICHUH HHOCTPAHHBIX IpaxaaH (Opaunbie adepsbi).

He BcTpeTuB B peanbHOW KU3HHU CBOIO TMOJOBHUHY, MHOTHE MYXYHHBI MPOJTOJDKAIOT
uckatb ee B MHTepHeTe. [lonckn HauWHAIOTCS Ha calTax 3HAKOMCTB W JHEBHUKAX, TIE
Oynymiue n30paHHUIIbI pa3MeNiatoT cBou Gororpaduu.



OTUM TONB3YIOTCSA 3JIOYMBILUIEHHUKH, HUCIOJBb3ysS (OTO JEBYIIEK, NpUBIIEKas
IICUXOJIOTOB, IPOrPAMMHUCTOB, MEPEBOJYUKOB MU IOCPEIACTBOM ITHUX CAWTOB 3aBA3BIBAIOT
IIEPEINCKY C TOBEPUYMBBIMU MHOCTPAHIIAMU.

3amasHple KEHUXH «KIIOIOT» Ha OOBSABIEHHUA, TI€ HETPEOOBATENbHBIE PYCCKHUE
KpacaBuIIbl TOBOPAT O TOM, YTO HY’KJIAIOTCSA B CEPbE3HBIX OTHOUIEHUAX. A B3aMEH BEYHOU
M00BHU, MOPOW MOCTE MECSUEB MEPENUCKH, MPOCIT PEMINTh UX (PUHAHCOBBIE MPOOJIEMBI -
MOMOYb 00€CTIeUNTh CUJIETKON OOIBHBIX POJUTENEH, PACIIIATUTHCS C KPEAUTOM, IIEPEBECTU
JICHBI'M HA MEPeeT K )KEeHUXY B JalibHee 3apy0eKbe U T. 1.

Ilocne mnosrydyeHuss JE€HETr HEBECThl IMEPECTAIOT BBIXOJAWTh Ha CBA3b. Ilpuikne
MHOCTPAHHbIE TOKJIOHHMKHM, TOHSB, YTO HMX OOMaHyld, OOpamaroTcs B MOJHIIMIO.
370YMBIIIVIECHHUKU PACCUUTHIBAIOT TOJIBKO Ha J>KEHMXOB W3 JalbHEro 3apyOexbs, T.K.
NpeICTaBUTENN ONMXKHETO 3apyOekbsl MPEANOYUTAIOT MPUEXaTh B TOCTH K HEBECTE CaMH,
YTO HEBBITOJHO JJII MOILIEHHUKOB.

5. OcTopo:xno! Bupyc!

CymHocTe BUpyca - mepeajpecanus CO CTPAaHMIIbl 3alpalliBacéMOro pecypca Ha
(UKTUBHYIO, CKONMHUPOBaHHYK ¢ Hactosmied. [logmeHa ocymiecTBisuiach sl CaMbIxX
nonyJIIpHbIX pecypcoB Pynera: Slunekc, Pambnep, Maiin, BKonrakre, O HOKIaCCHHUKH.

Habupast Ha «3apaxxeHHOM» KOMIIBIOTEpPE aJI[peC OJHOI0 M3 YKa3aHHBIX PECYPCOB,
N0JI30BATENb MOMAIAET HA CEPBEP-TIOAMEHY, T/l EMY IIpejiaraeTcs CTpaHuLa sl BXoAa B
cuctemy (umsi ¥ maposb). C ydeToM TOro, 4yTo B aJPECHON CTPOKE yKa3aHO KOPPEKTHOE
UMS, a BHENIHUH BHUJ CKONUPOBAaH C OPUTHHAIBHOTO cepBepa, Yy OOJIBIIMHCTBA
N0JIb30BaTeJEl HE BO3HUKAET NOJI03PEHUMN B MOJIMHHOCTH CTPAHULIBI.

[locnie BBOJIa MIMEHU U MapoJis 0TOOpakaeTcsl MHAsl CTPAHUIIA, TJ€ YKE TOBOPUTCS O
HEOOXOJIMMOCTH «IOATBEPKICHUS» WIH «aKTUBALlMM» YYETHOM 3amucu 3a CMC Ha
KOPOTKHI HOMEp, CTOMMOCTh KOTOPOTO MUHUMAaJbHAs WM sIKOOBI OecIiiaTHasl.

Takum o0Opa3zoM, 3JIOYMBIIIJICHHUKA HE TOJHKO CHHMAIOT JIEHEKHBIE CPEACTBA CO
CYETOB Aa0OHEHTOB, HO W TMOJYYaloT JOTUH U Mapojb JOCTYIA MOJb30BATENS K YKa3aHHBIM
NOMYJIAPHBIM pecypcaM, UTO IMO3BOJISIET UM B JaJbHEWIIEM OTHOPaBISATh OT HMEHH
(OKEPTBBI» pa3IU4HbIe COOOIIEHUS, HATTPUMED:

- IporpamMMKa Jij1si OeCTIaTHOM OTIIPaBKH MOoJAapkoB! MHE HE 3a0yAb OTIIPABUTH!
- mpuBeT. JloBM mporpaMMKy 1o OecljaTHOMY TOBBIIICHWIO PEHTHHTA, HO HE JaBa
HUKOMY O0JIbIIIe. DTO HE CIIaM.

OcCHOBHbBIE TE€MBbI, KOTOPbIE UCHOJB3YIOTCA I «PEKJIaMbl» CKauMBaHUSl U 3aIlycKa

3apa)X€HHBIX [IPOrPAMM:

- OecrutaTHOe ToBBIIeHUE peiiTnHra « BKoHTakTe;

- mporpamma nepexsara SMS coobmienuii ¢ Tenedona;

- JIONOJIHUTENIbHBbIE (PYHKIIMU B COLIMAIBHBIX CETSIX, KOTOpPbIE HE CYIIECTBYIOT (ITOAAPKU,
VIP-noctyn u T.1.)

Ilocne mnepexoma MO CChUIKE KOMIBIOTEP MOJIB30BATENsl ABTOMATUUYECKU 3aIlyCKAeT
BPEIOHOCHYIO MTPOTPaAMMY.

Hawwu pexomenodayuu

[TocTpamaBmiiM peKOMEHIyeTCSl U3MEHUTH MapoJib JOCTYNA K YKa3aHHBIM pecypcam,
a TaKe YCTaHOBUThH BEPCUU aHTUBHUPYCHBIX MPOTPaMM C OOHOBJICHHBIMU AHTUBUPYCHBIMU
0azamu.

CnenyeT MOMHUTH, YTO PECYPChl MOMYJISIPHBIX CAWTOB HUKOrJA HE MOTPEOYIOT OT
YK€ 3apErucTpPUpPOBABIIETOCS MOJb30BATENS JOMOJHUTEIBHOW aBTOpU3alluU, TeM OoJiee 3a
JNEHBbI'H MyTEM OTIIPABKH CMC.




6. OcrTopo:xno!!! HoBblilt B MomeHHU4YecTBa!!!

B Poccuiickom cermente cetu VHTepHET cTana mosABIATbCS MHGOpMaLUs O Tak
Ha3bIBAEMBIX «3BYKOBBIX» HApKOTHKaX, SKOOBI OKA3bIBAIOUIMX BIMSHUE HAa OMHAypaibHbIC
pPUTMBI YeloBeKka. PekiiaMa ayaMOHAapKOTHMKOB OCYILECTBISETCA IMOCPEICTBOM MacCOBOM
pacCchUIKM TMUCEM Ha 3JEKTPOHHBIE MOUYTOBBIE ajpeca MOJb30BaTeNel MU Ha HOMepa B
cuctemMax ObIcTporo obmeHa cooOmeHussMH. J[oCTyn K MpOCHYIIMBAHUIO ayauo-(hailioB
BO3MOXEH TIOCJIE€ BBEACHHS CHEIHUAJIBHOTO LHU(PPOBOrOo KOJa, IOJY4YEHHE KOTOPOro
MPOUCXOJIUT UCKIIOYUTENBHO TMOCHE OIUIaThl B BUJAE OTIPABKU cMc-cooOuieHus. Pecypcsl,
npeajaralouie Takoro poja MPOAYKIHIO, pacIoyiaraloTcs Ha IUIOIMAIAX 3apyOeimHbIX
POBaNIEPOB U 3aPETUCTPUPOBAHBI IO PUKTUBHBIM AHKETHBIM JJAHHBIM.

[lo MHEHUIO CHeIMalINUCTOB, TOCTHYb peKIaMupyeMoro sddexra mocpencTBoM
3BYKOBBIX  KOJ€OaHMl  HEBO3MOXHO. EJHMHCTBEHHBIM  pe3yJabTaTOM  MPUMEHEHUS
«3BYKOBBIX» HApKOTHUKOB SBIISIOTCS TOJIOBHbIE OONM, YacTHYHas NOTeps NaMsATH MU
CHU)KEHHE MO3TOBOM aKTUBHOCTH.

Takum oOpazom, wuHpOpMAIUA O «IUPPOBBIX HAPKOTHUKAX» - 3TO XOPOIIO
CIUTAHMPOBAHHAs «UepHas» Muap-KOMIaHUs, CIOCOOHAs TPUBJIEYb HOBBIX MOTEHIIMAIBHBIX
NoKymarenel 3ByKOBBIX (haliioB, M OYEPETHON CIOCOO MOyUEeHHSI ICHET MOIIIEHHUKAMHU.

7. Haiineno cpeactso ot Trojan.Encoder.20

KonudecTBo BUpYCOB, KOTOPBIMH HABOJIHEHO MTPOCTPAHCTBO BCEMUPHOM MayTUHBI, HA
CETOJHSIIHUMN JIeHb HE MOAAeTCS] HCUUCTICHUIO.

OnHoli M3 BpPEIOHOCHBIX IMporpamM, pa3pabOTaHHBIX M BHEAPEHHBIX B MHTepHeT
kubepnpectynHukamu, ctai Trojan.Encoder.20, KOTOpbIit SIBIsIETCA YCOBEPIIEHCTBOBAHHOM
BepcHel cBoero nmpeamecTBeHHnKa Trojan.Encoder.19.

HoBosiBienHass mporpamMma-BeIMOTaTeNb PACIPOCTPAHSETCS dYepe3 CalThl  Co
BCTPOEHHBIM BPEIOHOCHBIM KOJOM IYTEM CKPBITOW 3arpy3Kd Ha KOMITBIOTEP MOCETUTENS
caiita. OHa mmdpyer Bce Qaiyibl MOIb30BaTENEH, MOCIEe Yero camolukBuaupyetcs. [lpu
MOTIBITKE OTKPBITH (Dailyr Ha dKpaHe IMOSBISAETCS COOOIICHHE ¢ TPeOOBAaHWEM 3aIUIaTUTh OT
10 o 89 mommapos ¢ momotIbio SMS 3a BO3MOXHOCTB paciu@poBKU HHOOPMAIIHH.

[Tonp3oBaTensiM, MOCTPAAaBIIUX OT JAHHOTO BHPYCa, PEKOMEHAYETCS CKadaTb
paszpaborannyto kommanued «Dr. Web» OecruiatHyto yTHIWTY, KOTOpasl IO3BOJISIET
YHUYTOXUTH JTAHHBIA BUPYC.

8. Buumanue! ConnajbHbIe CeTH - KaK OAUH U3 CIIOCO00B BOBJICYCHUSA
HECOBEPIICHHOJIETHUX B 000POT HeJIerajbHOr o0 mNopHo!

CouuanbHble CETH AKTUBHO HMCHOJIB3YIOTCS 3JIOYMBIIIJIEHHUKAMU JUIsl BOBJICYEHUS

JeTell U MOAPOCTKOB B PACIPOCTPAHEHHE MOPHOTpaPUUECKHX MATEPHAIOB C Y4acCTHUEM
HECOBEPUIEHHOJETHUX MOCPEACTBOM ceTr MHTEpHET.
JI71s1 5TOr0 co3/aeTcsi BHIMBIIIUICHHAs! aHKETa (3JIEKTPOHHAsI CTPAHMUIIA), T/I€ UCIOJIb3YIOTCS
doToceccun W BBIMBIIUJICHHBIE JAaHHBIE HECOBEPIICHHOJETHUX, B3SIThIE W3 PA3IUUYHBIX
OTKPBITHIX HMCTOYHUKOB. TakuM 00pa3oMm, TOpHOJENEl MAaCKUPYyeTCsl TMOJl BHIAOM
OOBIKHOBEHHOI'O MOJIPOCTKA, KOTOPBIM B ceTW VHTEpHET mbITaeTcs pacckazaTh 0 cede u
HaWTHU HOBBIX 3HAKOMBIX C OOLIMMH UHTEPECAMHU.

B Xxone 31eKTpOHHOro OOIIEHMSI CO3JAIOTCS YCJIOBHUA, MOOYXKIAIOUIUME MOJIPOCTKA
HaIlpaBUTh CBOU OTKpOBeHHBIE (hoTorpaduu. Ilocne ux monaydeHus: JaHHbIE U300paKEHUS



pPacIpOCTpaHsIOTCS Ha TemaTudeckux ¢opyMmax, QpaiiooOMeHHBIX cucTemMax U (PoTro u
BUJI€OTIOpTaIax.

3a4acTyro 3JI0YMBILIJIEHHUKY CTAHOBATCSI U3BECTHBI aHKETHBIE JTAHHbIE MOAPOCTKA, U
TOT/Ia TIPOUCXOAMT TaK HA3bIBAEMbBIH «TPOJUIMHT» WM TpaBis (pa3memnieHue B MHTEpHETE
Ha opymax, B IMUCKYCCHOHHBIX I'PyNIax, B BUKU-TIPOEKTaX MPOBOKALMOHHBIX COOOUICHUI
C 1I€JIbI0 COOCTBEHHOIO Pa3BJICUEHUS U CO3/IaHUEM KOH(IIMKTOB MEXAY YYaCTHUKaMH). ITO
HEOOXOIMMO VISl YCTAHOBIIEHUS Kpyra 3HAKOMBIX, YUHUTENEH U pOAMUTENEeH MOAPOCTKA C
LEJIbI0 HAITPABJICHUS UM MOJYYEHHbIX MPOBOKALMOHHBIX (poTorpaduii.

OO61asich B COLMATIBHBIX CETAX, TOMHUTE:

JIro60¥i uenoBeK, ¢ KOTOPHIM Bbl TO3HAKOMMJIMCh B CETH M BCTYIUJIM B MEPEIUCKY,
MOKET OKa3aThCs BCETO JIMIIb BBIMBIIUICHHBIM NEpCcOHaXeM. He yBHAEB €ro BOOYMIO, BbI
HUKOTI'/Ia HE CMOeTe ObITh YBEPEHHBIMU B €r0 PEalbHOM CYIlI€CTBOBAHUH!

WNndopmanus, nanpasmsiemass Bamu nocpencrsom cetu MHTepHEeT - Oynb 3TO JHYHbBIE
naHHble, pororpaduu aMO0 BUIEO - MOXKET OBITH UCIOJIb30BaHA MPOTUB Bac, B ToOM uucie B
KOPBICTHBIX U MPECTYIHBIX LIEIIAX.

VYBaxaemble poautenu! Ilpounctpykrupyiite Bammx aeteit 00 aneMeHTapHBIX MpaBUIaX
6e3omnacHoctu B MaTepHeTe!

Ymo makoe épedonocHble npozpammel u Kak obezonacums cevs 6 Hnmepueme

OCHOBHBIM HMCTOYHUKOM ONACHOCTH JJIsi TOJIb30BaTeNIe KOMIBIOTEPOB OBLIM U
OCTAalOTCA BPEIOHOCHBIE IPOTrpaMMbl, KOTOpPbIE C Pa3BUTUEM CETEBBIX TEXHOJIOTHM
NOJIYYHJIM HOBYIO CpEy JIJIsl CBOETO PACIPOCTPAHEHHUS.

BpenoHnocHble mporpaMMbl - 3TO IPOrpamMMBbl, KOTOPbIE CITIOCOOHBI CaMOCTOSITEIBHO,
0e3 BeAoMa BIajeliblla KOMIIBIOTEpPA, CO3/JaBaTh CBOM KOMWUU M PACHPOCTPAHATh HX
paznuuHbiMA  criocoOamu.  [logoOHbIe  mporpamMMbl  MOTYT — BBIMOJHSATH — CaMble
pa3HoOOOpa3HbIe NEUCTBUS, HAUMHAS OT BIOJHE 0€300uaHBIX "myTok" (Tuma "ryrsomux"
0 MOHUTOPY KapTHHOK) JI0 TOJIHOTO pa3pylieHusi HHGOPMAIINK, XpaHSIIEHCsS Ha THUCKaX
KOMIIbIOTEPA.

B 06uxose yacTo Bce BPeOHOCHBIE MPOrpaMMbl Ha3bIBAIOT CJIOBOM "BUPYCHI", XOTH,
CTPOro TOBOPS, 3TO HE TaK. BpeToHOCHBIE TPOrpaMMBbI MOKHO Pa3AeIUTh HA TPU TPYTIIbL:

- KOMIIBIOTEPHbBIE BUPYCHI;
- CETEBbIE YEPBH;
- TPOSTHCKUE TIPOTrPaMMBI.

KomnbroTepHble BUpPYCBHI - 3TO MPOrPaMMbl, KOTOPbIE YMEIOT Pa3MHOXKATbCS H
BHEJIPSTh CBOM KOMHH B JIPyTHE€ MPOTPaAMMBI, T.€. 3apa)kaTh YK€ CYIIECTBYIOIIUE (Hailiibl.
OO0bryHO 3TO WUcHomHsemble (aimer  (*.exe, *.com) wnm (daiiael, comepKanue
Makponporenypsl  (*.doc, *.xlIs), koTropple B pe3ynbrare 3apa)K€HUS CTAHOBATCS
BPEAOHOCHBIMH.

KoMmberoTepHble BUpYCHl CYIIECTBYIOT JaBHO. B mocienHee »xe Bpems, Kornaa
KOMIIBIOTEPHI CTa OOBEAUHATH B KOMIBIOTEPHBIE CETH, MOAKIIOUaTh K MHTEpHETY, B
JOTIOJIHEHHE K TPAJUIMOHHBIM KOMIBIOTEPHBIM BUpYCaM TOSIBUIIUCH BPEJOHOCHBIC
MPOrpaMMbl HOBOT'O THUIA: CETEBbIC YEPBU U TPOSTHCKHUE IIPOTrPAMMBI.

CereBble YEpBH - 3TO BPEJOHOCHBIE MPOrpPamMMbl, KOTOPbIE Pa3MHOXAIOTCA, HO HE
SBJISIIOTCSL  YacThIO JIpYTHX (paioB, MNpeacTaBiisisi coOOW caMoOCTOATENbHbIC (DaNIbI.
CeteBble 4YEepBUM MOTYT pPACHPOCTPAHSTHCA IO JIOKAJIbHBIM ceTsiM, 1o WHTepHety
(Hanpumep, depe3 ANEKTPOHHYI0 mouTy). OCOOEHHOCTh YepBEH - Upe3BhIUYANHO OBICTpPOE
"pazmHoxkeHue". YepBb 0e€3 Ballero BeoMa MOXKET, HalpuMep, OTIPaBUTH 'depBUBbIEC"



COOOIIEHHS] BCEM PECIOHJIEHTaM, aJpeca KOTOPBIX MMEITCA B aapecHo kHure Bamein
Mo4TOBOM mporpammsel. [lomMuMo 3arpy3ku ceTd B pe3yibTaTe JaBUHOOOPA3HOIO
pacupoCTpaHEHUs CETEBbIE UEPBU CIIOCOOHBI BBIOIHATE OMACHBIE AEHCTBUS.

TpositHCKHME porpaMMbl HE pa3MHOKAIOTCS U HE PACChUIAIOTCA CaMU, OHU HUYEro He
YHUUTOXAIOT Ha BaimieM KoMmbroTepe, OAHAKO MOCIEACTBUS OT UX JAESITEIIBHOCTU MOTYT
OKa3aTbCS CaMbIMHU HETIPUSATHBIMU U OLLYTUMBIMH. 3a/1aya TPOSTHCKOM MpOrpaMMbl 0OBIYHO
COCTOUT B TOM, UYTOOBI 00€CHEeUNTh 3JOYMBIIUICEHHUKY J0CTyN K Bamemy KoMmbloTepy u
BO3MOKHOCTh YTPaBJICHUS WM. Bce 3TO MPOUCXOIUT OYEHb HE3aMETHO, 0e3 3(P(EeKTHBIX
nposiBneHuid. [Ipocto B onuH "mpekpacHbIil JeHp" Ballla YacTHas Mepernucka MOXKeT ObITh
onmyOnukoBaHa B MHTepHeTe, BaxHas OwusHec-uHbOpMalMs MpoJaHa KOHKYypeHTam, a
OajlaHC JMIIEBOrO CYETa y WHTEpPHET-NpoBaiijiepa WM B JJIEKTPOHHBIX IJIATEHKHBIX
CUCTEMaX HEOXKUJTAHHO OBICTPO OKAKETCS HYJIEBBIM WJIM OTPULIATEIbHBIM.

CoBeTbl, Kak 00e301acuTh ceosl

1. DyekTpOHHAA MOYTA

DONeKTpOHHAsl ToYTa - Ha CErOJHSIIHUN JeHb OJWH W3 CaMbIX MOMYJSPHBIX CIOCOOOB
pacrpoCTpaHeHUs! BpeIOHOCHBIX MporpamMm B MIHTepHETE.

OO6bI4HOE COOOIIEHNUE JECKTPOHHON MOUTHI - 3TO MPOCTO TEKCT, caM I0 ce0e OH HE MOXKET
ObITh omaceH. Ho K COOOIIEHHI0O MOXHO TPUKPEIUIITh (aiiia, Ha3plBaeMblid (ailioMm
BJIOKEHUS WK (paliioM MPUCOETUHEHHS, KOTOPHIH BIIOJIHE MOXET OKa3aThCsl BPEIOHOCHOU
IPOrpaMMON MJIH 3apaKEHHBIM BUPYCOM (pailiioM.

BpenoHnocHble mporpaMMbl - 3TO Tak WX WHA4Ye HCHOJHsEMbIe (Gailibl (CaMOCTOATENbHbIC
WIM KOMaHJHbIE (CKPHUIITHI)), KOTOpbIE CpadaThIBAIOT MPHU BBHINOJTHEHUH HA JaHHOM
KoMIIbIoTepe. M0oKHO ChOpMYIUPOBATH CIEAYIONIYIO TAKTHUKY B O0pHOE C HUMMU:

- BO-TIEPBBIX, HE JIOMYyCKaTh, YTOOBI BPEJOHOCHBIE MPOrpamMMbl Tomaganu Ha Bam
KOMIIBIOTEDP;

- BO-BTOpBIX, €CIM YX OHM K BaM momanu, HM B KOEM Ciydae HE 3allycKaTb UX Ha
BBIIIOJIHEHUE;

- B-TPETbUX, €CJIM OHH BCE K€ 3aMyCTHIUCh, PUHATH MEPBI, YTOOBI, IO BO3MOKHOCTH, OHU
HE MPUYMHUIN yIiepoa.

Ecnmu Bel nmonyunnu coobiieHrue ¢ BUPYCOM, 3HAUYUT, BbI yKe HEBOJIBHO BBITTOJHIIN
MIEPBBINM MPEIABAPUTEIbHBIM 1Al HA MIYTH K 3apaX€HUIO Baliero KoMIbrTeEpa, MOCKOIBKY
OTMacHBIN (pailn coxpaHWiIcs Ha kecTKoM aucke. [loka 3To He (aranbHO, HO OYEHH OMACHO,
MO3TOMY, TPEXKAE BCETO, HEOOXOAUMO MPEANPHUHATH MEPHl K TOMY, YTOOBI 3TOTO HE
MIPOUCXOIUIIO BIPEIb.

Y MHOTHX ONEepaToOpoB CBS3M HMMEIOTCS Ha TOYTOBBIX CepBepax psin (UILTPOB,
OTCEKAIOIINX MOJIO3pUTENIbHbIE mocianuss. (OJHaKo, HECMOTpPS Ha  OYEBUJIHYIO
3 PeKTHBHOCTH OOIIECHCTEMHOT0 (PUIIbTpa, I o0ecredyeHns] 6€30MacHOCTH €0 BCe-TaKh
HEJIOCTATOYHO, MOCKOJIbKY OH PAacCUMTaH Ha O0E3BPEKUBAHHME YK€ M3BECTHBIX BUPYCOB,
TOI'/1a KaK HOBBIE BUPYCHI BCE €I11€ MOT'YT OECIPENSATCTBEHHO IMOMaaTh B IOYTOBBIN SIIIUK.
[loaToMy  mOnB30BaTEN0  HEOOXOIUMO  MPEANPUHATH  JIOMOJHUTEIBHBIE  MEpHI
0€30MacHOCTH.

Campblil JeHCTBEHHBIN CIIOCOO OrpaiuTh OT BPEIOHOCHBIX MPOTPaMM CBOM MOUYTOBBIN
SIIMK - 3TO 3alPETUTh MPUEM COOOILIECHUH, CoAepkKalluX UCIOIHseMble BloXeHus. Eciau
a0OHEHT BKIIIOYAET IMOJ00HBIM (UIBTP, TO BCE COOOIIECHHS, COJEpIKAIINE HCIOIHSIECMbIC
(ainbl, OyIyT aBTOMATHYECKH YAAIATHCS HEMOCPEICTBEHHO HAa IIOYTOBOM CEPBEPE.
HecmoTps Ha kaxyniyrocs paaukalbHOCTh MOAOOHOW Mephl, OHAa O4YeHb A (PEeKTUBHA U B



OOJIBIIMHCTBE CIy4yaeB HE MPUBOAUT K HEYJOOCTBAM WM OTPAHUYECHUSIM BO3MOXKHOCTEH
noJsib3oBaresniei. Bo-nmepBbix, Kak MpaBuiio, MO IEKTPOHHOM MOYTE Yalle BCEro pacChlatoT
JOKYMEHTBI M H300pa)K€HUsl, HO HE MPOrpaMMbl; BO-BTOPBIX, HPU HEOOXOJAMMOCTH
MOJIy4YUTh [0 TMOYTE€ MNPOTPAaMMy MOKHO JOTOBOPUTHCA C OTHpPaBUTENIEM, YTOOBI OH
MpEeIBAPUTEIBLHO YIAKOBaJ €€ ¢ MOMOIIBI0 KaKOro-iaubo apxuBatopa, Hampumep, Winzip
nnu WinRar. [onb3a noayuutcst 1BOMHAsI, MOCKOJIBKY pa3Mep MOIydeHHOro (aitna-apxuBa
JIOJKEH OBITh TOPa3/io MEHbIIIE pa3Mepa UCXOIHOTO (aiiia.

Nmeetcs eme oamH croco® HE COXpaHITh MOAO3PUTENIbHBIE COOOIIEHUS Ha CBOEM
KoMmmbioTepe. Mjest cocTout B TOM, 4TOOBI CHauajia Mojiy4aTh C CepBepa U MPOCMaTpUBATh
TOJIKO 3aroJOBKH COOOIIEHWH U yAaldsiTh HEHYXXHbIE MHUChMa HEMOCPEJACTBEHHO Ha
cepBepe, HE CKauuMBas HMX Ha CBOM KommbioTep. [ 5TOro MOXKHO HCIOIL30BaTh
CrielUaJIbHBIE TTPOTPAMMBI.

Ecnam xe obcTosiTenbcTBa TakoBbI, 4TO Bl HE MoOXeTe opraHu3oBath padOTy Tak,
YTOOBI HE MOJy4aTh COOOIIEHUSI C HUCIOIHSEMbIMU (palijlaMu, a 3HAYUT, COOOIICHUS C
BPEJOHOCHBIMH IIPOrpaMMaMH MOTYT ObITh Bamu monydeHsl, To HEOOXOAUMO TIPEANPHUHST
MEphI K TOMY, 4TOOBI BPEJOHOCHBIC TPOTPAMMBbI HA B KOEM CiTydae He ObUIM 3alyIIeHbl Ha
BBITIOJIHCHUE.

Jlnst Toro 4TtoOBI 3amycTUTh (haiiyl BIIOKEHHS Ha BBITIOJHEHUE, CIEAYET OTKPHITH

COOOIIIEHHE B OT/ACIBHOM OKHE, JBAXJbl IIETKHYB Ha CTPOKE COOOIIEHUS B CIIHUCKE
(coolrieHre ¢ BIIOKEHHEM ITOMEUEHO CKPEMKON) M OTKPBITh (aili-BIoKEHUE, IBaXK]IbI
IICJIKHYB Ha UMEHHU (haiisia B 3arojioBke cooOmienus (mose "[IpucoenuHuTs").
YuutsiBasi ckazaHHOE, HEOOXOAMMO B3SITh 32 MPABUIIO HE OTKPBIBATH COOOIIEHUE (JIBAXKIbI
IIEJIKHYB MBIIIKOW), 0COOCHHO €Cli COOOIIEeHNEe MPUIIIO OT HEU3BECTHOTO OTIPABUTEINS.
[IpounTaTh TEKCT BCETJa MOKHO B PEKHUME OBICTPOTO MPOCMOTpa (KOTaa Mpu OJUHOYHOM
MIeTYKEe MBIIMIKOW Ha COOOIIEHWHM B CIHUCKE TEKCT COOOIIeHHs OToOpakaeTcsi HE B
OTJIEJIPHOM, a B OCHOBHOM OKHE TMporpammbl). Bce momo3putenbHbie cOOOIIEHUS
HEMEJIJICHHO yAAJSITE.

Taxke HUKOT/Ia HE OTKPBIBATE HEMEIJICHHO MPHUCIaHHBIC (DAMIIBI-BIOKECHHS, B TOM
yucie ¢Ganabl OT JApy3ed, KOJJIEr WIM TMPHUCIAHHBIE OT HMMEHU W3BECTHBIX (DUpM.
[IpuHuMaiiTe BO BHUMaHUE, YTO COOOIICHUS SKOOBI OT 3HAKOMBIX JIUI[ MOTYT OKa3aThCs
pacchUIKaMu, OTIPABICHHBIMU CETEBBIMU YepBsiMU. Takxe umeiTe B BUIy, uto 0e3 Barero
BeJlOMa HU OJIHA yBa)kaeMasl OpraHu3aius He OyaeT pacchuiaTh (pailyibl, Jake €clid 3TO
Ba)KHBIC JIaHHBIE, TAKUE, KaK OOHOBJICHHSI CUCTEMbI WJIM OYEPEIHAS 3aIIUTa OT BUPYCOB.

OOpamaiite BHMMaHHe Ha pacmmpenue ¢aina. OcoOylo O0OmacHOCTh MOTYT
MIPEICTABIATH CO00M (Pailyibl CO CIEAYIOMUMH PACITUPEHUSIMU:

-ade adp bas bat;
-chm cmd com cpl,
-crt eml exe hlp;
-hta inf ins isp;

- jse Ink mdb mde;
-msc msi msp mst;
-pcd pif reg scr;
-sct shs url vbs;
-vbe wsf wsh wsc;

YacTo BpenoHOCHbIE (aiibl MACKHUPYIOTCS MOJ OOBIYHBIE T'paUUECKHE, aylauo- U
Bujacodainpl. [[ns Toro 4ToObl BUIAETH HAcTosIIee pacimiupeHue (daiina, 00s3aTEIbHO
BKJIIOUYHMTE B CUCTEME PEKUM OTOOpaKEHHS pacIIupeHuit paiaos.



Bynbre ouYeHb OCTOPOXXKHBI TPH TMOJIYYEHUH COOOIIEHUN ¢ (ailiiaMu-BIOKEHUSIMU.
[lono3purenpHble COOOLIEHUS TyUllle HEMEAJIEHHO YIAATh.

J171s1 TOro 4TOOBI YIamuTh COOOIIEHUE B TOYTOBOM MporpaMMe MOTHOCTHIO:

- yaanuTe cooOleHne u3 nanku Bxopsiue;

- yIaJIuTe COOOIIEHUE U3 ANKU Y JaJICHHbIE;

- BBINIOJTHUTE HaJl nankaMu onepanuio "Cxate" (Daitn/Ilanka/CxaTh Bce Mamnku).

K coxanenuto, HEOOXOIUMO OTMETUTh, YTO JaXe MPU TBEPJOM HAMEPEHUU HE
OTKpbIBaTh HEMEIJICHHO MpPUChUIaeMble (paiiiibl HEJIb3sl UCKII0YATh CIy4yau, KOTJa OHU BCe-
Taky OYJIyT 3alyIIEeHbI: BCIEACTBUE OMMOKU MPOrpaMMHOT0 00eCcTieYeHus, 1O OITUOKE WU
HeopazymMeHno. OHAKO U B 3TUX YCJIOBUSAX BO3MOXKHO MPEANPUHSATh KOHTPMEPBHI.

B nepByto ouepenn cineaute, yToObl Yy Bac ObUIM yCTaHOBIEHBI caMble MOCIEIHUE
OOHOBJIEHUS IPOTPAMM.

Henumnaum OyaeT ycTaHOBUTH NMEpCOHANbHBIA MexkceTeBoM skpaH (firewall). B neit
cleayeT YyKa3aTh HWCUYEPHBIBAIOIIMK CIHHUCOK MPOTpaMM U JOCTYMHBIX MM TOPTOB U
cepBucoB. Kak TobKO Kakasi-Tu00 HE3HaAKOMasl MporpaMma MOMbITAETCS OTIPABUTH MOYTY,
OHa TYT e Oyner oOHapyXeHa, W 3apa3a He paclpocTpaHuTcs ¢ Bamero xommbioTepa
Janblie.

Kpome Toro, orcrnexxuBaTh M OJOKHpPOBATH OIMACHBIC JEUCTBUS, KOTOPHIE MOTYT

BBITIOJIHSITh BPEJIOHOCHBIE MpOrpaMMmbl (oOpaimieHue K aiiiaMm, 3arpy304Hoil obJiactu
JIUCKa, CUCTEMHOMY pEecTpy U T.M.), CHOCOOHBI CHEIUATbHBbIE MPOrPAMMBI-CTOPOXKA,
OOBIYHO BXOJAIIME B COCTAaB AHTHUBUPYCHBIX IMakeTOB. Takuwe mMporpamMmbl OOBIYHO
ABTOMATHYECKH 3allyCKalOTCsS Ha BBINOJHEHHUE MPHU 3arpy3Ke OMNEpallMOHHON CHUCTEMBbI U
HE3aMETHO IPOCIIEKHUBAIOT JEHCTBUS ITPOrpamMM.
Haxkownern, pexomenayeM Oolibllie BHUMaHHS oOpamiarh Ha TO, YTO MPOUCXOAUT Ha Barem
KOMIIbIOTEpE BO Bpemsi ceanca cBsizu ¢ Mutepuer. Eciu Bol 3ametute, 4to B TO Bpems,
Korzna Bel He BBITONHSIETE HUKAKUX JEUCTBUM C CEThIO, HHAUKATOP aKTUBHOCTHU TEepeaadu
JAHHBIX 10 CETH TOBOPUT 00 0OpaTHOM, HEMEIJIEHHO MPEKpalllaiiTe CBA3b U MPOBEPSITE
CBOIl KOMITBIOTEP AHTUBUPYCHBIMU Tporpammamu. MHIUKaTOpoM aKTUBHOCTH pPabOTHI ¢
CEThIO MOKET CIIYXKUTh BHEIIHUI MOJIeM (JIAMITOYKH MUTAIOT), 3HAUYOK JABYX COCIIMHEHHBIX
KOMITBIOTEPOB, TOSIBIISIIONIUIACS MIPU YCTAHOBJICHUH CBSI3M BHU3Y Ha MAHENH 3a7a4 (MUTAET).
Pexomennanuu mo obecneuennro 6e3onacHol padoTsl B IHTEpHETE

Cymmupys Bce CKa3aHHOE, KpaTKO MOXHO CGHOPMYIUPOBATH  CIEIYIONTHE
pEKOMEHIAIMY, HANpaBJICHHBIE Ha IOBBIIIEHUE 0€30MacHOCTH PadOTHI MOJIL30BATENS B
HNutepnere:

- YCTaHOBHUTH AHTUBHPYCHOE TMPOTPAMMHOE OOECleYeHHEe ¢ CaMbIMU TOCIETHUMU
OOHOBJICHUSIMU aHTHUBUPYCHON 0aspl. [IpoBepsTh HOBBIE (Qailibl, coXpaHseMble Ha
koMmmnbloTepe. [lepuoauyecku npoBepsSTh KOMIBIOTEP MOJTHOCTBIO.

- OTCJEXKUBATh TNOSIBJIEHUE HOBBIX BEPCUN OMNEPAIMOHHBIX CHCTEM U CBOEBPEMEHHO
YCTaHaBJIUBAaTh OOHOBJICHUS K HUM, YCTPAHSIOIINE OOHAPYKEHHBIE OLIUOKH.

- HACTPOUTH ONEPAIMOHHYIO CHCTEMY TaK, 4TOObI 0OecneurBalINCh OCHOBHBIE MpaBUia
6e3omacHocTy Tpu paboTe B ceTu. [1o BO3MOKHOCTH OTKa3aThCsl OT MCIIOIB30BAHUS CTAPhIX
OMEPAIMOHHBIX MPOTPAMM B TOJIb3Y 00JIee COBPEMEHHBIX.

- peryJisipHO OOHOBJISITH MOJIb30BATENIBCKOE MPOTPAMMHOE oOecTieueHue JJisi paboThl B CETH,
Takoe, kKak MHTepHeT-Opay3ep, MOYTOBBIE MPOTrPaMMbl, YCTAHABJIMBAs Camble MOCIEIHUE
OOHOBJIECHUS.

- BBINIOJIHUTh HACTPOMKH MOYTHI, Opay3epa U KIMEHTOB JPYTrUX HCHOJb3YEMbIX CEPBUCOB,
YMEHBIIIAIONIUE PUCK BO3JAEHCTBUS BPEIOHOCHBIX MPOTpaMM U MOJABEPKEHHOCTH CETEBHIM
aTakaM.



- HUKOI/IA HE YCTAaHAaBIIMBATb W HE COXPAHATH (DANIIBI, MOJYYEHHBIE W3 HEHAJEHKHBIX
MCTOYHUKOB: CKAYEHHBIE C HEU3BECTHBIX Web-caliToB, MpHUCIaHHBIE MO ANEKTPOHHOM MOYTE,
MOJIyYCHHbIE B TEJIICKOHPEPEHUUIX, - 0€3 MNpeaBapUTENbHOW MPOBEPKH AHTHUBUPYCHOU
nporpammoit. [Togo3purensHble Gaiibl Tydlle HEMEAIEHHO YA Th.

- [IPY TIOJYYEHHUH U3BEIIEHUH O HEJOCTABKE IMOYTOBBIX COOOIIEHNI 00paniaTh BHUMaHHUE Ha
IIPUYMHY U B Cly4ac aBTOMATUYECKOIO OIOBEILIEHUSA O BO3MOXKHOM OTIIPABKE BHpYyCa
HEMEJICHHO MIPOBEPATH KOMIIBIOTEP aHTUBUPYCHOM ITPOTPAMMON.

- 10 BO3MOKHOCTH, HE COXpaHATh B CHCTEME Mapoiu (AJi1 YCTAaHOBKU COEIUHEHUU C
WuTepHeToM, s 3JEKTPOHHOM MOYTHI U Ap.), NEPUOJUYECKH HX MEHATh. PerynspHo
BBINIOJIHATH PE3€PBHOE KONMMPOBAHUE BAXKHON MHPOPMALIUU.

- IOATOTOBUTH U MMETHh B JOCTYIIHOM MECTE€ CHUCTEMHBIM 3arpy304HbIi JUCK. B ciydae
IIOZJO3PEHMS HA 3apaKEHUE KOMIIBIOTEPA BPEIOHOCHOU IIPOTPaMMOM 3arpy3UTh CUCTEMY C
JMCKa U MPOBEPUTH AaHTUBUPYCHOU IIPOTrPaMMOM.

Buumanue! B couuanvnbvix cemax opyoyiom mouteHHuxKu!

B mnepuos HOBOrogHUX Mpa3gHUKOB M B HACTOSIIIEE BPEMs B COIMAIBHBIX CETIX
MHOTHM TOJb30BaTEISIM TPUXOJAT COOOIICHHS OT MOCTOPOHHUX JIUIl WM OT JpYy3eH,
HAXOJAIMIUXCSA B KOHTAKTHOM JIMCTE, C MPOCHOON TOCETUTh OMPENEICHHBI pecypc WIu
MPOTOJI0COBATh 3a HUX, OTIPABUB CMC Ha KOPOTKUN HOmep. Hapsimy ¢ 3TUM MOIIIEHHUKHU
3a4acTyI0 MEHSIOT CTaTyC MOJIb30BaTeNel U pa3MenialoT HEOOX0 UMY UM UH(POPMAIIUIO.
Vnpasnenue «K» mpenynpexaaer: HE MOJJIaBAWTECh YJIOBKAM MOIICHHUKOB, MOCEHIast
yKa3aHHbIE PECypChl WM OTIPaBIsIl CMC Ha o0o3HaueHHbI HOMep! BepositHee Bcero,
CTpaHUIIA MTOJIH30BATEIIsI, OT KOTOPOTO MPUXOAAT MOAOOHOTO poja COOOIIEHHUS, B3JIOMaHa, U
OT €ro MMEHH OCYIIECTBIISIETCA MaccoBas pacchuika. [Ipu nepexoae Ha yka3zaHHbIE peCypChl
BEJIMKa BEPOSITHOCTH 3apa3uTh KOMITBIOTEP KaKOW-IMOO BPEIOHOCHOW MpOTrpaMMoi, a
MOCJI€ OTHPAaBKU CMC Ha YKa3aHHBIH HOMEP MOXXHO MOTEPATH CO CUYETA HEMAIYI0 CYMMY
JICHET.

Bo wu3bexanume HECAaHKIIMOHUPOBAHHOTO JOCTyNma K BalluM CTpaHUIlAM B
COIMAJIBHBIX CETSIX, B TOM YHUCJIE U K COJICP)KUMOMY AJIEKTPOHHOM MOYTHI, a TaKXe JJIs
MPEIOTBPAILICHUSI BO3MOXKHBIX IOCIEICTBUM, CBSI3aHHBIX C JACHCTBUSAMHU MOIIECHHUKOB,
CIEyET MPEANPUHSATD CICIYIONIUE MEPHI:

1. Bo3nepxutech OT BBITIOJIHEHHS YKa3aHHOM B COOOIICHHUH MTPOCHOBI.

2. CBsKUTECH C JIPYroM, OT KOTOPOTO BBl TMOJYYWIM BBIIICYKA3aHHOE COOOINECHHE, U
YTOUHHTE y HETO, AEHCTBUTEIBHO JIU OH SIBIISIETCS] aBTOPOM MOCTIAHUS.

3. Ecnu BBISICHUTCS, YTO CTpaHMIIA TMOJIH30BATENS B3JIOMaHa, €My HEOOXOJIUMO TMTOMEHSIThH
MapoJId B COLMANIbHBIX CETSIX U 3JIEKTPOHHOHM MOYTE, a TAKKE MPOBEPUTh KOMIIBIOTEP Ha
HaJM4ue BUPYCOB.

A B KauecTBe OOmIEH peKOMeHAAluu chenuanuctel Ympasienuss «K» coseryror
MOJIb30BATEIIIM YCTAHABIMBATh Ha CBOW KOMIIBIOTEP XOPOILIO 3apEKOMEHJIOBABIIUE CEOs
AHTUBUPYCHBIE TPOTPaMMBI M HE TMpeHeOperaTh MepamMu O€30MacHOCTH BO BpeMs
noap30Banus IHTEpHETOM.

OcreperaiiTech TpeAIoKeHU 00 yCTaHOBICHMHM MECTOHAXOXJICHHS YeJIOBEKa IIO0
HOMEpPY €ro MOOMJIBHOTO!

B nocnennee Bpemsi MHOrue nmosb3oBaTenn VHTepHETa CTaJIKMBAIOTCS C
pa3MenIeHHO B ceTu UH(pOpMaIMed 0 TOM, YTO OHU MOT'YT YCTAHOBUTh MECTOHAXOXK]ICHHE
YeJioBeKa 1Mo HOMEpPY ero MoowibHOro tenedona. st 3Toro Tpebyercss OTHpaBUTh SmMS C
Ha0OpoM ompeneNeHHbIX u(p Ha yka3zaHHbIE HoMmep U 3a 10 pyOnel MOIy4UTH KO
JIOCTyTIa K yCIIyre.




OnHako mocie TNPOBENECHMS BBINICYKAa3aHHBIX MAHUITYJISLMM KIWEHTY TaK W HE
YAAETCs OCYLICCTBUTh IIOMCK MHTEPECYIOLIEro €ro 4YejaoBeKa, 3aTo € €ro c4era
CIIMCBIBACTCS KPYIVIEHbKas CymMMa.

VYpasnenune «K» MB/I Poccnn npenynpexaaet, 4To OnpeaeuTh MECTOHAXO0XK ICHUE
YeJioBeKa MO HOMEPY MOOWJIBHOIO Tene(oHa MOKHO HCKIIOUHUTEIBHO C €ro corjacus.
Takyro yciyry npenocTaBiII}0OT HEKOTOPBIE OIEpaTOpbl COTOBOM CBS3UM B YCTAHOBIEHHOM
nopsnke. OgHaKo eciau MoJg00HOe NPEIJIOKEHUE UCXOIUT HE OT ONepaTopa COTOBOW CBS3H,
a OT TPEThUX JIULI, TO 3TO SABJISIETCS HE YEM MHBIM, KAK MOILIEHHUYECTBOM !

Ucrounuk: opuimanbHplii caT anMuHUcTpanuu KemMepoBckoit o61acTu.



